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1. General Information 

MiSANTO AG, Thundorferstrasse 194B, 8500 Frauenfeld, Switzerland („MiSANTO“, „We“ or 
„Us“) places great emphasis on the protection of your personal data and collects, processes, 
stores and uses your personal data only in accordance with the principles of the Swiss 
Federal Act on Data Protection (“FADP”) and the European General Data Protection 
Regulation (“GDPR”) and in accordance with the principles described below.  

You as a User of our products and services (“User” or “You”) are likely to share personal 
data with us if You access and use our products or services. In this Privacy Policy we want 
to explain to You what happens with your personal data in a transparent, detailed and easily 
understandable manner.  

Please read this Privacy Policy carefully. If You wish to install, use, register to or otherwise 
access any of our services provided, You may be asked to grant us an explicit and informed 
consent to the collection, use and processing of Your (health-related) personal data 
required for the purposes of the service contract between You and us in accordance with 
this privacy policy.  

If you have any further questions, we will be pleased to answer them. You may contact us 
under our address (see 2 Who We are) or You may also send us a message to 
info@misanto.ch. 

2. Who We are 

We, MiSANTO, are responsible for the data processing under this Privacy Policy: 

MiSANTO AG  
Thundorferstrasse 194 B  
CH-8500 Frauenfeld  

info@misanto.ch 
 



3. How do MiSANTO’s products and services work? 

MiSANTO offers a mobile Application (“MiSANTO-App”). You can download and install the 
MiSANTO-App on your mobile device and configurate your wearable devices with your 
MiSANTO-App. Once You have installed and configurated these items and are ready to use 
our products and services You will be able to upload and share any health-related 
information relevant to You on the MiSANTO-App. Only You will have the key to share such 

data via your mobile device. All of your health-related data remains under your control. 
With the MiSANTO-App, You are free to share your health-related data with whomever You 
trust. We store your data on servers in Switzerland. 

Further, via the MiSANTO-App Chat, you can discuss your symptoms or medical needs with 
our MiSANTO Health Professionals who will be able to provide initial medical advice via the 
Chat based on the information provided by You. With or in connection with the MiSANTO-
App, We provide also other medical services such as document storage, symptom capture 
and other medical services (e.g. study of files and handover reports). For further 
information regarding the Medical Services, please review the description of our MiSANTO-
App services in the MiSANTO-App under “So funktioniert’s” and online via our website: 

here. 

In addition, if You wish so, We may refer You to other Health Professionals for medical 
consultations. We may also use your data for data analytic purposes to monitor and detect 
health-related risks and unusual developments. If we detect health-related risks or unusual 
developments, We can – upon your request - provide You with feedback-notifications. You 
may choose to opt-out from receiving such feedback-notifications at any time with a 
message to info@misanto.ch at no additional cost. 

4. Personal data We process and the Purpose of the Processing 

Depending on the reason and purpose of the processing, We process different personal 
data. We collect Your personal data in principle directly from You, e.g. when You register 
the MiSANTO-App, in the course of providing our services to You, for billing purposes or 
when You interact or communicate with Us. We may also collect data when you interact 
with the Health Professionals via the MiSANTO-App Chat. Moreover, We may collect 
personal data from other sources such as third parties, public registers, media, Internet, 
for example to keep your information up to date using publically available sources.  

In particular, We process the following personal data in the following situations and for the 
following purposes: 

https://downloads.misanto.ch/201910_MiSANTO_Bedienungsanleitung.pdf


4.1. We process Your Personal Data when You access or use the MiSANTO-App 

We will process Your personal data in order to provide our services. When using or accessing 
our products and services such as the MiSANTO-App for the first time, You provide certain 
personal data to Us yourself, such as your name, address, e-mail-address, to open your user 
account. We need these non-health-related personal data in order to provide our services 
and execute our contract.  

When using our products and services (e.g. by using the MiSANTO-App Chat and uploading 
your health-related data), You need to be identified by Us. Therefore, We may ask you for 
your birth date, gender, phone number, nationality, a mean for identification (e.g., but not 
restricted to, passport picture or driving license) or health insurance card information 
including social security number.  

For billing purposes, We will need your credit card information which You will have to 
enter before using the medical services. For that purpose, we process Your name, the 
name on Your used credit card, the credit card number, the date of expiry of Your credit 
card as well as the security number of your credit card.  

We will collect and process personal data which is necessary for the start and processing of 
the contractual relationship and for the fulfillment of its obligations, or if prescribed by law. 
Otherwise, We cannot enter into and not continue a contractual relationship with You and 
You may not be able to use our services and the MiSANTO-App. 

4.2. We process Your health-related date when You use of the MiSANTO-App and 
for providing Medical Services and Support 

When using our products and services (e.g. by using the MiSANTO-App Chat and uploading 
your health-related data such as medical history and other patient data), We will also 

process Your health-related data. You decide how much of your health-related data You 
wish to share with us. However, without Your health-related data, we are not able to 
provide our medical services. We therefore collect and process your personal data that you 
share with Us, including Your health-related data, based on the consent you gave when you 
registered. 

We may in exceptional cases provide access to your health-related data to others, if 
required by law or if You expressly consent Us to do so (e.g. because You are unable to share 
your health data yourself for what reason so ever).  



We use de-identified personal data for data analytics purposes. We use such analytics to 
monitor and detect health-related risks or unusual developments. If we detect health-
related risks or noteworthy abnormalities, We can provide You with feedback-notifications. 
You may choose to opt-out from receiving such feedback-notifications with a message to 
info@misanto.ch. 

Upon Your request, We may also support You in receiving physical medical consultation 

services by other Health Professionals. If You request such physical medical consultation 
services, we will provide You with direct contact data of a medical practitioner and refer 
You to him. You will enter into a direct consultation agreement with the medical 
practitioner. Any sharing of your data with the medical practitioner will be governed by a 
separate agreement between You and the medical practitioner and based on his own data 
privacy policies. We assume no responsibility for the medical practitioner collecting, storing 
and processing your data. 

4.3. We process your health-related data for Medical Research 

Medical progress relies on scientific research. To enable such research to be carried out, 
researchers need health-related personal data and biological material (samples) from 
both sick and healthy individuals. We thus would like to use your data for medical 
research in accordance with the Federal Act on Research involving Human Beings and in 
accordance to GDPR – if applicable – Art. 9 (2) lit. j and Art. 89. To help you decide 
whether you are willing to make your data available for research, we are providing key 
information before You use the MiSANTO-App for the first time in the separate document: 
„Information regarding and your consent to the use of health-related personal data and 
samples for medical research“ („Medical Research Information Notice“). You will find this 
Medical Research Information Notice also on our website: here. You are able to separately 
give your consent to the use of your health-related data in accordance with the Medical 
Research Information Notice. If You do not want us to make your data available for 

medical research, please send us a message to info@misanto.ch. We process Your 
Communication and Telecommunication Data. 

4.4. We process Your telecommunication data for communication purposes 

We process personal data if We contact You or You contact Us, e.g. if You send Us an email 
or call Us. In principle, data such as Your name and contact data, the date and time of the 
contact message and its content, which may also include personal data of other persons, 
are sufficient for the communication. We process these data in order provide information 

https://downloads.misanto.ch/201910_MedicalResearchInfoNotice.pdf


or to give notices, to process your inquiry and to communicate with You as well as for 
quality insurance and education. 

When You use the MiSANTO-App and the medical services such as the MiSANTO-App 
Chat, We will process personal data, which may be considered telecommunication data 
and may be subject to the obligation of confidentiality pursuant to the 
Telecommunications Act, such as: 

• the content of the communication between You and the Health Professionals 
(some of those data may also be considered health-related data, cf. above 
4.2 We process Your health-related data when You use of the MiSANTO-App 
and for providing Medical Services and Support); 

• marginal data (i.e. the fact that a communication took place, the time at which 
it took place and its duration); 

• information about the geographical location from which a connection was 
established or where the connection was routed; 

• information about your use of the MiSANTO-App. 

We will need to process those data for the fulfilment of our contract with You. Also, We 
are required to process and retain the telecommunication data as long as necessary for 
the fulfilment of our legal obligations (i.e. obligations under the Federal Act on the 
Surveillance of Post and Telecommunications (SPTA)). The transfer of your 
telecommunication data to third parties outside and within Switzerland and the 
processing of your telecommunication data which goes beyond the provision of 

telecommunications services (i.e. fulfilment of obligations under the SPTA, performance 
of contracts) are subject to your separate consent.  

4.5. We process Your personal data for localization purposes 

Please be aware that the MiSANTO-App may also use the geolocation possibilities available 
on your device in order to recognize and display Your local position. You are aware of the 
fact that the MiSANTO-App will also use the App Google Maps or other services and that 
your current location data might therewith be disclosed to and stored by these services for 
localisation purposes. 



4.6. We process Your personal data for Information and Direct Marketing 

We process personal data for advertisement and marketing, in particular for the sending 
of target-group specific information and marketing messages per post and via electronic 
means, unless You have opposed to the direct marketing. If, for example, you have signed 
up for a Newsletter or a messaging service, We process Your contact data, data regarding 
Your use of the messages (i.e. if You opened an email or downloaded the pictures therein) 

in order to get to know You better, to customize our services to You and in general to 
improve our services. You can oppose to the use of your personal data for direct 
marketing (e.g. newsletter service) at any time by sending an email to info@misanto.ch. 

4.7. Other purposes 

We may use Your non health-related personal data in particular also for the following 
purposes: 

• customer service; 

• customer feedback service; 

• providing, administration, securing and personalization of websites, apps, 
online-offers and other infrastructure such as Wi-Fi;  

• entering into and execution of contracts with You; 

• market research and opinion survey; 

• preparation and execution of company mergers, the acquisition or sale of 
companies or it assets, or similar transactions; 

• administration and management of Our IT and other resources; 

• accounting, archiving, educational or other administrative purposes; 

• verification and compliance with legal obligations including orders of courts 
and other authorities, compliance and detection and investigation of misuses. 

5. Legal grounds 

In general, We use Your personal data: i) to perform our contract, ii) upon your expressive 

and informed consent, if such consent is required by law (e.g. for the processing of Your 



health-related personal data) iii) to comply with our legal obligations, and iv) for 
legitimate business interests such as improving our services provided to You and in order 
to ensure an optimal performance with respect to the contract we have with you. 

In particular, We process your data based on the following legal grounds: 

• On the basis of contractual relationships entered into between you and MiSANTO 

in particular by the license agreement of the MiSANTO-App and other contractual 
relationship with medical advice and service provision (legal basis under GDPR - if 
applicable - is Art. 6 (1) lit. b or Art. 9 (2) lit. h); 

• To safeguard the legitimate interests of MiSANTO (legal basis under the GDPR - if 
applicable - is Art. 6 (1) lit. f). If you have any questions, please contact the contact 
below; 

• For the fulfilment of legal obligations, which result in particular from the health 
insurance legislation and the medical documentation obligation (legal basis after 
the GDPR - if applicable - is Art. 6 (1) lit. c); 

• Insofar as this is legally required on the basis of explicit consent of You (legal basis 
under the GDPR - if applicable - is Art. 6 (1) lit. a). 

• For archival purposes, for scientific or historical research purposes, in particular 
health studies (legal basis under GDPR – if applicable – is Art. 9 (2) lit. j and 
Art. 89). 

If your consent is required, We will ask You for such consent separately. 

6. How We retain Your personal data 

We will retain your personal data in accordance with applicable data protection laws for as 
long as it is necessary for the purposes for which the data is collected, and as long as we 

have a legitimate interest in keeping personal data, for example to enforce or defend claims 
or for archiving purposes and IT security. We also retain your personal data as long as it is 
subject to a legal retention obligation (i.e. 6 months for telecommunication data). After 
that, We will delete the personal data or de-identify it. 

7. Data Security 

The security of your data is important to us. We follow adequate technical (e.g. 
pseudonymization, de-identification, record keeping, access restrictions, data backups etc.) 
and organizational measures (i.e. directives to employees, confidentiality agreements, 



reviews etc.) to protect the data submitted to Us from unauthorised access, use, disclosure, 
alteration or destruction.  

Please note that data transferred through networks such as the Internet may be accessible 
to third parties. We cannot guarantee the confidentiality of any communication or material 
transmitted by You via such open networks. When disclosing any personal information via 
an open network, You should be aware that your data is potentially accessible to others and 

consequently can be collected and used by others without your consent. Your data may be 
lost during transmission or may be accessed by unauthorized parties. Please use other 
means of communication if You think this is necessary or prudent for security reasons. 

8. Web-Analytics, Cookies and News 

If You use the MiSANTO-App or if You visit our Website, we may use cookies or similar 
technologies to, administer our website, to analyze trends, track users’ movements and to 
gather demographic information about the user base as a whole. You can control the use 
of cookies at the individual browser level. If You choose to disable certain cookies, it may 

limit your use of certain features or functions on our website or service. 

We use mobile analytics software to better understand the functionality of our mobile 
MiSANTO-App on your phone. This software may record information such as how often You 
use the application, the events that occur within the application, aggregated usage, 
performance data and where the application was downloaded from. We do not link the 
information We store within the analytics software to any personally identifiable data of 
You. 

We may send You feedback-notifications from time-to-time to update You about medical 
developments and to notify You about health-related risks or abnormalities detected. You 

may opt-out from receiving such feedback-notifications with a message to 
info@misanto.ch. 

9. Whom We share Your personal data with 

Our employees, e.g. staff in the support areas such as IT, have access to Your personal 
data. In particular, also our own MiSANTO Health Professionals will have access to Your 
personal data and in particular Your health-related data, in order to provide the medical 
services. We take appropriate precautions to restrict access to your personal data to only 
those who need to know that information and maintain appropriate measures to protect 
the information from loss, misuse or inadvertent destruction. Usually your personal data 



are only used during registration in the authentication process. In almost all other 
instances we work with your de-identified data. 

Upon your consent, We may also share data with third parties such as Health 
Professionals for medical consultation or hospitals. Be aware that third parties you agree 
to make your data accessible or provide access to may process and store Your data and 
that this is not under liability of MiSANTO.  

Further, we may disclose personal data to third parties who process data on our behalf, 
e.g. for data consolidation, storage and customer data management (e.g. Server or 
hosting services provider, financial services provider) and to authorities and auditors in 
connection with legal and regulatory obligations. If We provide a service in cooperation 
with third parties or via third parties, we will only disclose data to such third party, 
provided such disclosure is necessary for the provision and processing of our products 
and services.We will ensure safety of Your personal data when being processed by third 
parties by choosing appropriate data processors and by entering into appropriate 
contractual data processing agreements. Our data processors are obliged, to process 
personal data only on our behalf and according to our instructions. 

We may share Your health-related data to third parties according to the Medical Research 
Information Notice (cf. 4.3 We process your health-related data for Medical Research 
above) and Your consent to it.  

For the purposes set out in this Privacy Policy and where necessary or legally required, 
We may share personal data with courts, regulatory authorities, government agencies 
and law enforcement agencies.  

10. Countries We transfer your personal data to 

We may transfer Your personal data to recipients abroad. The data protection laws of 
those countries may not provide the same level of protection as data protection law does 
in Switzerland. If We transfer Your personal data to such countries, We will implement 
appropriate measures to protect your personal data, for example by requiring the 
recipient to agree to data processing agreements. These agreements are usually based on 
standard clauses issued and/or accepted by the Swiss Federal Data Protection and 
Information Commissioner, which you may review https://ec.europa.eu/info/law/law-
topic/data-protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-
third-countries_en. If you would like to receive a copy of these agreements, please 
contact us under our address indicated above (see 2 Who We are) or send us an email to 
info@misanto.ch. We may further transfer your personal data to a recipient who is 

https://ec.europa.eu/info/law/law-topic/data-protection/data-transfers-outside-eu/model-contracts-transfer-personal-data-third-countries_en
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subject to the US-Privacy-Shield program, and thus ensures sufficient data protection, or 
with your explicit consent and in certain other situations as permitted by applicable law. 

11. Your Rights in connection with the processing of Your personal data 

You have the right to oppose or withdraw any consent to all processing of your personal 

data, in particular with regard to direct advertisement (e.g. marketing emails), at any time 
and without costs. Please note that even after you have chosen to withdraw your consent 
that such withdrawal will not affect the lawfulness of processing of Your personal data 
before Your withdrawal. We may be able to continue to process your personal information 
to the extent required or permitted by law. Upon request, MiSANTO will provide You with 
information about whether We hold or process any of your personal data. You are entitled 
to ask for details of the information We hold about you and how We process it and to 
receive a copy of your personal data. To request this information, please contact Us under 
our address indicated above (see 2 Who We are) or send Us an email to info@misanto.ch. 
You may also have your data rectified or deleted or restrict our processing of that 
information. You also have the right to object to the processing of your personal data and 

the right to data portability. You may also lodge a complaint in relation to our processing of 
your personal data with a local supervisory authority, in Switzerland with the Federal Data 
Protection and Information Commissioner. 

12. Changes of the Privacy Policy 

We reserve the right to change this data Privacy Policy from time to time. If We intend to 
do so, We will notify You in the event of material changes. The current version of Privacy 
Policy can be found in the MiSANTO-App Menu under: “Über MiSANTO” and it can be 
accessed via the following link on our website: here. You can also request the current Terms 

of Use from Us at any time.  
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